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aumcB6»)eJm mcrum 27/2017

OJln91Cll>o - CTUnDdhC06TT) OJdh),crJ - CTUnDdhC06TT) CTUone.J6m3~l6)QJ CGTq)Mlg
dhmJ c\l§ <0OJ am dh ~em CBWcB¬ >>'D6TlS),dh un nJ colal crooWlcB¬ >>),rro cro - CTU0 6TlJ
(TWl~.

CTUl.!l.Jm - 1. CTUnDdhC06TT) CTUone.Jo COS61mJlSOO),6)S 57/2006 mmJ<O CTU<OcB¬ >>),QJ<O.
2. CTUnDdhC06TT) ®Q)Mlg MCll>OahSO),6)S 04.03.2017-00 em"lCll>emlCll>l6)QJ

ng).Ml(3) 890/17-00 mmJ<O dham5l.

CTUcrruc om6)arrm OJ ~ 6)COCll>Wldh 0 CTUnDdhC06TT) CTU0 ne.J6ID3un / 6T1JOffh),dh un dhcru c\l§<O

ruamcB¬ >>colcB¬ >>),dh Cll>),0 m a un OJ <91, 6)nJ oem),c nJOlCOS, ®Q)Mlglm oru coc\(2}oc» ol<;T;Wm6)(2}oR)' dh un

nffi<Tnlru CTUl<;T;Wo (2}),csum em~ooocB¬ >>), rrn ema Cll>),o dh06TT)), <Tn),. dhmJC\l§<OOJamdh~em

rruoonJm6m3~lam .!l.J1QJ rruoQJ6m3~lam CTU1CTUarrmlam dhlleml(2}o msarrml nJ6TT)OnJnDC06TDo
00 dl

msarrm), rm em0Cll>1 l crorm Cll>lam6)~§lcolcB¬ >>),<Tn),. dhEiTT8dhOcr§' ®Q)Mlg<omoco J,~ ~ rruoQJ6m3

~lamOlnJoQJ),o ~lnJdhOCOo wmonJnDC06TT)o mScB¬ >>J,<TncroCTUnDdhC06TT) ®Q)Mlgl6)rrg OJlcroJO

CTUc\emm~s6)~s),arrm),<Tn CTUOnD.!l.JCOc\oCTU0S60em(2} a Cll>lcolcB¬ >>),<Tn),. ~'D CTUonD.!l.Jcoc\arrmlam

dhcruC\l§<OOJamdh~em CTUnDdhC06TT) rruoonJm6m3un ®Q)Mlg 6).!l.J~),Olcruoun emo6)<9~oCll>),<Tn

dhOCOc\6m3un lnJOlemc\dho lcrormlcB¬ >>6TT)6)(2}<Tn),o~Cll>cro dh~emc\(2}oCll>l olOl~o<o§ 6).!l.J~6TT)

6)(2}<Tn),0 ml<OOlf3crolcB¬ >>),<Tn),.

1. CGTq)Mlg olOl~o<o§lam rruoonJmarrml6)oR dhcruC\l§<OOJamcB¬ >>co6TT)0 CTU06TlJmlH~

rruoleml nJcolOlcroowl~ ruc\cfl<O)(2}oCll>l olOl~o<o§ 6).!l.JOl~6TlSem06TT). (OldhO<O

6TlJa ffh10 u) CBWLOru a sl 6TlJl nffi. CBWLOOJa (2}omJ am )

2. rruoonJmarrmlam dhcruc\l§<oruamcB¬ >>C06TT)o msarrm),<Tnemlm),~~ COS61mJlSOO),6)S

CBWm),(2}emlru06m31Cll>1§), ol6TlSO.

3. dhcruc\l§<O nD 0<0ruJOl ru <0, nJ<OOl~mJ, Ol<;T;Woceti),nffi.nffio.CTUl nffi<Tnlru nJcolOlcroowl~

olOl~o<o§ 6).!l.Jm)emlcolcB¬ >>6TT)o.
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4. OUO OnJ mam))l6)aB c rru OnD g 6)OJWcO rro o6TlJ<TUlC2lowl OJ1OJro6ID3uB ( cfb(TlJmlw J 6)5

(gnJeD, (gcruOnDg6)OJWcO-6)nB (gnJeD <IDJ56ID31WOJ)

5. crru OnD g 6)OJWcO, OUOOnJ mam))l6) aB 6TlJlcrulmmJ' <BT0OJCfO~6ID3uBcfi6) nJro ~ 0 nJ <ID

C2l0 c 6TT)0 om em em.

6. cnnoo 6TlJocfi6) CGTClnJ,cruioo 6)crucfb I'rolol, eruioo 6)crurrRcO / cfb'Dru) omemlOJo 0 do 0 0 "0 eo

rro 06TlJ<TUl1-21OJ1CfO(30 oCfO6m3uB.

7. ruJlcru OQJ?cO olcfl6)OJ 01 rro o6TlJ<TUll-21 lcfbC2l'cfbro6TT)6m3uB.

8. orro 0 nD g 6)OJW cO 6)OJ6Tl50 ~6)5 nJ cfl6)ammlem J0 c rro 0 nD g 6)OJWcO rro 06TlJ<TUl1-21

Wlrro cO C2l0 mJam rruooaio / 6TlJOa:h OJ06ID31 rro ~cfh9:11-2113~(g6Tl50 omrrn.

9. crro 0 nD g 6)OJW cO ernxu mo rro o6TlJ<TUll-21 cfb~<ID~C2low @(5Wcfbcfh9:11 oml cnl6) C2loB

@6Tl50cfl6)lW13~ c 6Tl50 om rrn.

10. c C2lam~06mTO) @(5Wcfbcfh9:11 oml cnl6)C2loB <BT0ruJlg cO nJrol(g CfOOwl-?J <BT0w<IDlam

6TlJO!fu1m c (30 n9:1cfbroC2low OJ~OJcruo cfbuB @6)6Tl5!fulam <BT0wem <mQl ruJlg

01(g~ocO 31am !lJ~6Tl51cfl6)0 6TT)1(gcfl6)6Tl5<IDJ0 <mQlOJCfO~6)C2l!fulam cru 0 w ~C2low <IDlroJam))

eJ J cfbuB mlcO(gC3CfO1(gcfl6)6Tl5<IDJC2l0 6T1).

11. (gcru OnD g 6)OJW cO (gcfbO~ C2lg OUO onJm6m3~ ~(g5 <ID~C2lowl <IDoro <IDC2l~06)!lJ<Wem

CGTClcfl6)oro~o 01(g~oc031am @uB6)~5~(gam))6Tl5<ID06T1).

12. om. om o. cru1. OJ~OJouocfbuB nJrol(g CfO0w1.~ 51 OJ~OJOUO cfbuB nJ 0 eJl cfl6)~em ~(g6Tl50

om rrn 01(g~OcO § 6)!lJ(gC9?6Tl5<ID0 6T1).

13. crulQJ? 0 cru 06TlJ<TUl1-216)cru cfb~~rolgl OJ~OJOUO cfbuB nJro1(gCfO0wl(g cfl6)6Tl5<ID~0 nJO ~1-21

cfbuB / m ~~m<IDcfbuB ol(g~ocO§ 6)!lJ(gC9?6Tl5<ID~C2l06T1).

14. 6TlJO!fu16)eJ (gcruOnDg6)OJWcO 6)OJ6Tl50~6)5 cruoemlrm ~o, (gcruOJmo OJleJwlroJ (gam))

6Tl5<IDJ0 ol(g ~ 0 cO§ 6)!lJ(gC9?6Tl5<ID~C2l0 6T1).

15. CGTClwlcfb oro 6)nJ5 Jam)) 6)~ 3 @(g(3~ 0 cnouom <ID6)emw 0 (g6TT)0 crulQJ?o 63o~6TTB 6).a.JC9?J

em<IDJ0 (geJO cfi6) 6)!lJC9?~em<ID~0 om rrn nJ ro1(gCfOowl(g cfl6)6Tl5<ID0 6T1).

16. cru 0nQJam))lam on 0 cOru) (gOJcO CGTCl6)crugro~1QJ? cO cru 1cfh9:11-2113J(g6Tl50 omrrn.

17. 630n l(goolou) crulcruo 6)6)eJcrummJ' @~~<IDO(g6TT)O? <BT0w<IDl6)m cru1.ruJ1. cru'cfh9:11"n:J 0 00 0 0

-2113~(g6Tl50?
18. cruo nQJam))lam 6)6)eJcru m(T\)l~p am)) CGTClmWlcfb ~<ID (gcru 0 nD g 6)OJwcO @nJ(gwocnlcfl6)J

em~(g6Tl50 omrrn.
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19. .!lJ6(2)<IDB..Ian emcf76)60 OJ_,)OJ rruo an emcf76)60 CGTOm 6rro ~<ID(2)a c»a c 6fT)a ~i OJ m cf76)om

crul'lJ? 0 lnJOJ mcmml'(dlcf76) 6em m) n{f)em.
20. «Jl0cz§o(2)oglcfu nJoCT"\)czOJmru.) (2)ogam cruoOJlwomo lnJOJmarrmmd3:&l(2)(2)ocz6fT)O

om em 60 nJ oCT"\)c OJ mru.) ~ nJ c c»a (1)l an (2)0 rro 6rod3:&ll<ID(2)a cz6fT)a n{f)em 6o.

21. 611JOEfhlam / rro 0 C1QJarrmlam c»l crum 6)n{f). (Ul1. ro~l'lJ? m rro l d3:&l1!_?dl§6c 6TT.Sa n{f)m).

«Jl0 c»<IDlam c»l cru 016) m rru 0 611Jm.JJ1!_?d (2)og6ID3em, nJOCT"\)c OJ mru.) rro o611Jm.JJ1!_?d (2)og

6ID3em om emlOJ c ro6U6)'(ds 6arrmlcw136 c 6TT.Sa om m).

22. anmJ _,)l§m OJ amcfh ~<ID rro 0 C1QJ6ID3~lam c (Ul g a 6)6)(2)CZl(1)n9:1rrO an ~<ID_,)(2)ocwl ms arrmlcwl

36 CZ6TT.SOomm)·
23. 6)6)(2)CZl(1)n9:1rrO «Jl0 (Ullg an ~<ID_,)(2)ocwl m sarrm 6em 6c 6TT.Sa om m).

24. ~rrOo.Om c (2)n9:1rrO crul'lJ?o «Jl0 (Ullg an ~<ID_,)(2)ocwl m sarrm 6em 6c 6TT.Sa om m).

25. CZcru Oru) g 6)OJ cw 01 am «Jl0 (Ullg 6)(2)O(Ul_,)lem B..I@_,)(2)OCZ6fT)O,cru 0 C1QJ0 «Jl0 (Ullgm c66)

cw l cru m 6)om .(Ul1., nJ oCT"\)CZOJmru.) om emlOJ B..I@_,)(2)0cf76)lcwl§6cz6TT.S0 om m).

26. cruoC1QJarrml6)B..I czcruOru)g6)OJcwolammlem6o <ID(6)\9'(d0cw6em CZB..lO(1)6anem B..I@_,)

(2)a CZ6fT)a om em 6 nJro lcz (fOOwlcz cf76)6TT.S<ID60 sl czB..Ia (1)6an em «Jl0 (Ullgm nJro lcz (fOowlcz cf76)

6TT.S<ID6(2)a 6111.

1. Access log - failed logins etc.

2. Audit trail

3. Log of deleted entries

4. Log of blocked user ID

(UllB..1i g ru.) om rrOlsl czQ.JOen cru oC1QJarrml6)B..I 611Jm.JJ 6)'(d§OJ m nJro lcz (fOowl~ cru a d3:&l_,)

6)'(ds 6arrml cru l d3:&llczcf76)6TT.S<IDa 6111.

27. (2)o'lJ?m o.OCWB..l6an~lam (2)ago OJ ro6arrm 6emm) .!lJ6ro66ID31cwm) ro6TT.S6cznJro 66)S

om EfhlB..160 cru a d3:&l_,)6)'(ds 6arrm am / CGTOwlan oro 6)'(d s 6arrm B..Ilam «Jl0 cwlrolcf76) 6fT)o.

28. "Data access" 630CZroO <IDB..I6ID3~lB..160 mlCWlCTIDlcf76)6)'(d§1§6 CZ6TT.SOomm).

29. cru oC1QJo czcru Oru) g 6)OJcwo 6(2)OCW6~ ~ om l (1)16)(2)nBlam <ID(6)\9'(d0cw 6em OJ cru o611J

m.JJl!_?d OJ_,)d1<ID(2)OCW OJ_,)OJ ffil.Oan em ~ 0'(d6 OJro 6arrmlcwl§6 cz6TT.Sa om m).

(om) CZ(Ulgo 6)6)an(2)0go (611Jl) omcfucrulg CZ~OCT"\)
(m.rl) mn91czsoarrmroOJo(31<IDJo
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30. Remote access cruo6TlJ(TU)l~ ~QJ8U) cru8dhl:1c\6)?ds~amJ)1 cruldhl:11.!~P3~ ~6llS8.

31. illTOruwl<D>lam ~nJ8tfu~ <Tnruro / 013<D>ro 6).aJcn)cmruro cm~S6ID31<D>ruID~6)S user ID

block 6).aJCB?~<Tn~~6llS8.

32. tfu6TT)cB6>~tfu~lam cmlID~amJ)QJ~tfuuB 6)odhsln..Ol~cB6>n9::lm nmmlsltfuuB lnJtfu8IDo

(2)8lcm(2)8<D>1nJID11211cm6)?ds~amJ)1<D>13~~6llS8? ~6)~£Eb lam 6TlJ8£Eb16)QJ @~?d8W6)amJ)

cruorulw8mo.

33. nm dh rrucoJn9::lm 01~?d 8ro 3~ tfuuB .!lJ"ln..O nmdh crultfu C\l3"lru rru 8 dhl:1c\6)?dS ~amJ)1

rro l dhl:11cB6>~rm ~c 6llS 8 nm em.
34. @nBro l6TlJ8 6TID1 illTOcB6>'D6llS~ tfuuB crulQJ?ocm 6)rm illTOm ~IDGTID~mo m SamJ) ~<Tncmlm ~

~~ rrooofkuomo ~~6llS8 nm<Tn~o @6)~£Eblam ®0<D>cmlm~~~ cruorulw8m6ID3uB

rro O6TlJ(TU)l~~ o.

35. (2)~mruron9:16)amJ) R&D/Trial Balance nm<Tnlru 6TlJ800~m831am ~~~ro)

6TlJ8 £Eb16)QJ/ rro 0neJamJ) 16)QJ crulQ';}?0 I2l~6lJ8 (TID1ID0 CIDCB?8ro 6).!lJco)ro) / nm S ~(Iffi))' crulQJ?

amJ)lamCID6)ern c12186TT)lgro(2)~6lJ8 (TID1IDo63amJ)~ern 8cB6>1un IDl<D>86)6TT)rrn ~0 ~ 0?d~ ru ID~

e amJ)6llSCID86Tl1.

36. ru8CO)nJtfuuB, ml~dhl:1nJ~ID3uB CID~S6ID31<D>ru<D>16)QJnJQJluntfuuB, ~QJ8cB6>016)nB

c-,o 8~1~ <D>8 .!lJ8ro ~ CID~S6ID31<D>ru crulQJ? 0 ®q) ~ 3 81218glcB6>8<D>1tfu6TT)cB6>8 cB6>6)?dS~

<Tn~~ ru 8. ®q)<D>ro) 1218m ~ru am ®q)<D>1 ~ ID6lJ6)?dS ~~ amJ)6llS1ru ID~<Tn~ nm £Eblam

~l2lamruln9:1<D>6ID3~lam tfulS~ CIDam nJID1~un8wm mS~amJ)6llSCID~ 0 m c\lmCID<D>lamnJID8

(2)roun1~ cB6>6llSCID~12l:)6Tl1.

37. m8uBruwl S6moam QJruJS6ro, ruron9:18rucru8m tfu6TT)cB6>~tfuuB,6TlJ8cB6>lmlam~ nJ31tfu

tfuuB, ®q)(U)lglm 8ru un c\1218<D>I2lg nJ31tfu tfuuB CID~S 6ID31<D>ru<D>~6)S lnJ1nB'D § nms ~(Iffi))'

cru 8 dhl:1c\6)?dS ~amJ)1 cru l dhl:11~13~ ~6llS 8 nm em.
~ I2laml nJ tfu8IDI2l~~ ~ 01~?d 8ro§ CIDCB?80 8cB6>~<TnCID1~QJcB6>8<D>1®q) (U)lgrol2l8 rooo ®q) ru

unc\l2l8<D> nJIDlun"lQJmo mamtfu~<TnCIDlm mlQ)(U)lg (u)<D>Odhsro cruCIDJIDmsnJsl cruJ"ltfuID1~cB6>

6llS CID86Tl1.

@'D cru rocB6>~QJro mlro ~ C3un6ID3uB 6TlJ(TU)6)?d 3 ~ ~ Bc\8 en ffil.OID~6)S luncm <D>lam6)?dS ~

~ amJ)6llSCID~0, 2016 -17 ru ron9::l6)amJ) mlQ)(U)lg nJl ro<mm"1tfuID6TT)~ ru~ <D>lam mlQ)rung cru ro310.01
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cOOg mam cfu6em <mlmo:q crBnJow1 c Q}amm1m c 13UO6m3uB nJOQ..J1-?zj1366l"'@ nm CTT)' 6TlJCTU)6)~3

~~ow1~ (u)WOdhsmQ}om / cmomJ1Q';1?~ (u)WOdhsmQ}om @0~6rua>6~mTID6T15<m6Q}06ffi.

63ij
~~om) n01Qn~

mJnDcfua>6Tn rroooaio a>~lmJlS(066)S !l...l6Q}<mQJ
runD1cOO6em cmo(U)'ct!16Tnam a>~lm)lsom (6)lcfu(U)lg)

nJcfumij -
1. mJnDcfua>6Tn a3TQ)(U)10(U)woc£bsmo
2. nm~p rrunDcfua>6Tn rrocoaic ~~ow1~ a>~lm)lSOm (~moam) Q}omcOO6o
3. nm~p rrunDcfua>6Tn rruonQJo ~~ow1~ (U)WOc£bSm (a3TQ)(U)lg) Q}omcOO6o
4. lnJrru1(U)~ /Q}o~m~lou) (u)WOc£bSm, ~cfua>~ rrucrrunorn rrunDcfua>6Tn 6TlJoEIh',

<m1a>6rum(ll5)nJ6 oo.
5. 6)!l...lwmQ}a crB, rro orruo am rrunD cfua>6Tn W l6Tn1w crB..
6. (u)WOc£bsm, rrunDcfua>6Tn <mQl(U)lg (u)WOc£bS~Og, <m1a>6rum (ll5)nJ6a>o.
7. Q}o~m~lou) (u)woc£bsm, ~cfua>~ rrcocruoorn rrunDcfua>6Tn cfuomct!11cfu

l(f)oQ}ru1cfurrum 6TlJoEIh',<m1a>6rum(ll5)nJ6a>o.
8. 6)!l...lwmQ}ocrB/l2lo~m~lou) (u)WOc£bsm, ~cfua>~ rro orruo am rrunDcfua>6Tn

nD'Drru1ou) 6)nO(u)~Oct!1crB, nm06TnOcfu6~o.
9. lnJrru1(U)~/~moam Q}o~m~mQ}om, ~l~p rrunDcfua>6Tn 6TlJOIfh6cfuuB.
10. ~~ow1~· (u)CIDoc£bsm / cfu6TTBcfuo~ a3TQ)(U)lgm, ~l~p rrunDcfua>6Tn 6TlJ01fh6cfuuB/

c cfua>~ rruorruoorn rrunDcfua>6Tn 6TlJoEIh'/ ~cfua>~ rruccruoorn rrunDcfua>6Tn
cfuamct!11cful (f)OQ}OJ1cfurrum 6TlJa Ifh6cfuuB.

11. 6)!l...lwmQ}a crB, rru mcOO1uB rru nDcfua>6Tn wl6Tn1wcrB,.. . . . . . . . . . . . . . . . . . .
12. lnJrru1(U)~ / 6)rru lcfu301, cmom6TlJcrB6TlJoEIh'6)nO(u)~on9:1crB, <m1a>6OJm(ll5)nJ6 a>o.
13. lnJm)l(U)~ / 6)rrulcfu301, nJ1.nm.rru1.nmm) cmo~rruorru1~wct!1CTB, <m1a>6OJm(ll5)nJ!a>o.
14. nm~p cmorru1Q';1?~ a>~lm)lsom (~moam) / OJOQJ"\6~OJct!1crB <mQlnO'rrumQ}omcOO6o
15. nm ~p cmorru1Wc?~ (U)WOc£bS mQ}am cOO60.
16. nm~p lnJOLOQ}lcfuOJOWnJO rrunDcfua>6Tn rruonQJ6m3uB /6TlJOIfh6cfuuBcOO6o (~~owl~

a>~lm)lsom (~moam) Q}6~6Um)
17. ~'D <GTQ>nO'rrul6)QJ nm~p cmo(U)' ct!16Tnam a>~lm)lsomQ}omcOO6o /

6)rrucfu9::1m 6cfuuBcOO60
18. a>~lm)lS0066)S ~Q}UO~60arm)
19. nm(U)lgm, rrunDcfua>6Tn OJ'L01, ~~m6Tnam (lnJrrulrm'cfua>6TnmTID1m)
20. 6)OJ6T1J6)6)rruoo
21. ~Wc?a cOO' nOwam
22. m)6)nJwm


