
6)n(j).sl (4) 4554/2018 cruoOcfh06TD cruone.Jo 0ml~ocB <IDQ)nn1C'T"\)',
cmlmKlJmomC\l00,cm1wcml : 18-08-2020.

m>cBcfSeJm mo. 62/2020

OJln9:1Wo: cruoOcfh06TD OJc£h~ - cruoOcfh06TD cruone.J6ID3~lmB
ms~leJocffi)lwl~~~ ~cruo~ 6)OJwc8 @nJ~wo(f)lcffi3emcm"
cruo611Jrrw1.!l:r CllocB(f)mlcB~(3(fC)6ID3em mmBc£hemcm"- cruo611Jrrwl.!±l~

cruoOcfh06TD OJc£h~l6)~ mlw((!Q)6TDcmmlmB (QdOJc8cmmlcffi3em
cruoOcfh06TD cruone.J6ID3~lmB mleJOJlmB @nJ~wo(f)lcffi3em ~cruo~ 6)OJwol6)~
@nJ~WO(f)o (T\)o611Jrrwl.!±lv ..qJOJ6)S nJo<DJem CllocB(f)mlcB~(3(fC)6ID3em
nJ0e.ncffi)6TD6)Cllemv ml c8~(3(fC)1cffi3(IT().

1. mleJOJlmB @nJ~wo(f)lcffi3em ~cruo'?fi 6)OJwol6)eJ ~(U)g<DJ6)S
@SCllou..oOOJcfhO(fC)omlUQl11cmcruone.Jcmml m «nsxrn <IDQ)w101cffi)6TDo. cruone.Jo
(506TDcruClllcml, ~cruo~ 6)OJwcB 6)OJ6TlSqCllowl [Qcm" cruo611Jrrwl~~~
n(j)(016)Cllci§'OJ~~6TlScm 06TT).

2. sl ~cruo~ 6)OJwolm Cllcmlwow Firewall Settings, ffiJ0~lcmCllow inside
office LAN n(j)emlOJ @6TlSow101~cffi)6TlScmo6TT). (ffi()o(f)1~cm
~cruOJm(3ocmoOJlmB ml(lT()~~ [Q~cB6)m~r @nJ~wo(f)l~cffi)6TlScmo6TT).
[Q~cB6)mgV @nJ~WO(f)o, ffiJ0~ n(j)emlOJ cruo611Jrrwl.!±lv mleJ0J1Qd~~
cruc8cffi)ocB mW6ID3em nJoeJl.!±l101cffi)6TDo. n(j)~p cfhCTlJ~3qcfh~lmB Antivirus
[QcmCQ?oem 6)..aJCQ?101~cffi)6TlScmo6TT).

3. [Q~cB6)mg @nJ~WO(f)cmmlmB ~cruOJmcmmlm cmscmo ccrxelsoon»
OJlwcmmlmB Cllcmlwow 611Jocmcu)' OJlcu)'cmmv @~~ (ffi()o(f)1~cm
~cruOJm(3ocmoOJlmB ml(lT()o [Q~cB6)mgV cfh6TD~cm n(j)~~cffi)6TlScm06TT).
(ffi()o(f)1~cm ~cruOJm(3ocmoOJlmB ml(lT()~~ [Q~c86)mgV ccrorucr»
@nJ~wo(f)lcffi3~CTlJoem, Firewall Settings @~~ router @6ll5" n(j)m) @o~

4. W(6)cmoan cfh006TDOJ(fC)OQdo ffiJ0~lcmCll~ocmm (QdO~(3(fC)lcfh
~(T\)OJm(3ocmOcffi)em mmBc£hem [Q~cB6)mgV cfh6TD~cm @nJ~WO(f)lcffi)ocm
nJO~~~cm~.

5. cruo<T\.).oom6)cmm cruoOcfh06TD (T\).oonJm6ID3 ~lmB C\lcmlwcm owl
ou..oonJlcffi3em cfhCTlJ~3cB~cruo~ 6)OJwqcfhem n(j)~oo mlUQl11cm mleJOJo0
crucB31nnl~cffi)n9:1cm, 6)crucfh~01g1 aIlq)cwlg crucB31nnlcffi)g n(j)emlOJ



@~~mK)(!lll«)lacffi)6TTScmo6TT). (l\)nOc£b«)6TT) (l\)oneJ6ID3uB m1eJoHm8
@nJawo(f)ltfii3cm a(l\)o~ 6)(1JWro, CERT IN/CERT IN empanelled
nij3@:aoB(l\)lc£b6)~ 6)c£b06TTS"@cmm«)oJ cm1wcm1 ~cmcOO 3 1Zl0(l\)cmm1oo~~1m8
CID0cw1g"msacmm6TTScm06TT).

6. cruoneJcmm1m8 acruOJmo (ID()oo~ltfii3cm @a(3~O(f)CT\.l!)rocffi)"mm8c£b1w1 ~~~
log in ID slwo~c£buBcffi)" sl cm~1c£bw1cOO m1C"f'00 1Zl0go eJcs1tfii3affiJouB/
OJ1«)1Zl1tfii3affiJouBlog in ID lZlog1 mcOOcfhcmcm1oo~~ _rylZlcmeJcruoneJcmml6)cik
..a.llnrl' n(j)~1c£b~a1OJ1mow1«)1tfii30. ~cmm«)cmm1cOO mm8cfhcm nJom) aOJrocu)
m1<'f.Q).Hcm~saOJ~c£b~lm8 m1ro6TlJeTWlZlow1 1Zl0~cmcm1oo~~ m1roa(3(.100
6TlJeTW6)~a @a(3~o(f)CT\.l!)rocffi)"mm8ac£b6TTS~IZlO6TT).cm~lc£b (ID()OO(l\)«)l~~~
Login id mm8ac£b6TTScm06TT). 630a«)0 ~cruo1ooo a(l\)o~ 6)OJwro
@nJawo(f)1tfii3cmcm1oo~~ privilege ~cm~lZlow1 m1roqJ..a.J1..q:!"mm8ac£b6TTScm06TT).

7. 630a«)0 ~snJo~o Transaction Number Concept ~a6lJm msacmm6TTScm06TT1.
630a«)0 ~snJo~o crulZlro~l..!3:1log in Id ~o, sl ~snJos (ID()0(f)1c£b«)1..!3:1log in Id
~o (QJacm~c£bo tag 6)..a.JaCQJ6TTScm06TT)".630a«)0 ~snJos1acik~0 Transaction
Number 630a«)0 (31OJcrucmm1ooo (QJacm~c£bo@6TTSow1«)lacffi)6TTScmo6TT1.

8. acruo~ 6)OJwo1m8 ~snJo~c£buB cm1em~cmcm1ooo/63~lOJ0tfii3cmcm1ooo
(ID()w1c£b0«)6)~~~cm @a(3~o(f)CT\.l!)m authorisation log in
mm8ac£b6TTScm06TT)".

9. (ID()0(f)1c£b«)1..!3:1~snJo~c£b~lcOO nJ1cm1s 1Zl0go OJem~cmm) nJ«)lZloOJw1
63~lOJocffi)6)~as6TTScmo6TT). ~snJo~c£b~l6)eJ 6)cmg" (®(ll)w1m8 6)nJaom8
olaOJt n(j)oB<sl (QJc£bO«)0 6)cmg" nJ«)lnO «)1..!3:1"@J1Zl1c£b«)1tfii3cm «)1cm1
(ID()OJeJo6TlJ1acffi)6TTScmo6TT).63«)1cffi)m8 (ID()0(f)1c£b«)1cffi)6)~a ~SnJOS 1Zl0go
OJemacmm6TTScruonO..a.J«)~cmm1m8 ..a.llnrl' n(j)~1c£b~a1OJ1m 1Zl0@)0olaOJt n(j)oB<sl
(QJc£b0«)0 6)cmg" nJ«)lnO«)l..!3:1" ~SnJOS @J1Zl1c£b«)lacffi)6TTS~0edit log-m8
~snJos1cOO 1Zl0go OJemcmmooB @6TTSOW (l\)onO..a.J«)~o
a«)6lJ6)~~acmm6TTS~IZlO6TT).

10. alZlm8 nJ«) 0lZlro(.f01..!3:11~ ~ ~ @a(3~O(f)CT\.l!)6)cik (ID()~ 06)cm IZlg" @a(3~O(f)CT\.l!)rocffi)"
acruo~ 6)OJwo1m8 ~snJo~c£buB cm1em~cmcm1amo / 63~lOJotfii3cmcm1amo
@~~ 6)cru~c£b«)~o @6TTSOc£bOoBnJos1~. cm1em~c£bawo/ 63~lOJotfii3c£bawo
6)..a.JCW1~~~ ~snJo~c£buB @6)6TTSffh1m8 CID0Wm) cruo6TlJeTW1..!3:1 eJ1CQ?"
nJ«)la(.fOowm~ eJcs~1Zl0tfii3cmcm1oo~~ 6)cru~c£b«) ~o @6TTSow1«)lacffi)6TTScmo6TT).
~cmm«)cmm1m8 nJ~W cm1wcm1w1~~~ eJ1~0 eJcs~IZlOacffi)6TTScm06TT).

11. 630a«)0 ~snJo~o Maker -Checker concept cOO cm6)cm
(ID()0(f)1c£b«)lacffi)6TTScmo6TT).Maker -Checker n(j)a~o~o ~cffi)0«)~cmm1mow1
m1awo(f)l..!3:11~~~ 2 (QJacm~c£boOJ~cB<m1c£buBcm6)cm CID0w1«)1cffi)6TT)0.



12. 51 affi)0%f 6)(llCQ)01am m1CTl()o 6TlJoan16)rik @5nJO~c£buB ffi)o6TlJCTWlg_f

ffi)nOc£b(()6Tn m1CQ)Ql(Q:Jc£bO(()o m1cBa(3(J()14:l1~~~ 6)6)(3mo(31 m / QlOffi)o

acmoqo/ OJm~oOJffi)omo @~~ ola~om~c£buB ~(5tY2l0acffi)Grn~o, 51

ola~om~c£buB ~OJ(J()~QloCQ) anOocBQlog1a~cffi)v Qlo~®cm1rn~~ 6)ffi)~c£b(()~o

@GrnoCQ)l(()lacffi)Grn~Qlo6T'T).

13. 6TlJ0an16)rik/ ffi)o neJmTO)l6)rik (J()06lJc£b~ 6)5 c£b6TT)c£63c£buB ffi)o6TlJCTWl4:1

ola~om~o (Q:Jacm~c£bo ~(51c£63®cm1rn~~ 6)ffi)~c£b(()~o

@GrnoCQ)l(()lacffi)Grncmo6T'T).

14. affi)o%f 6)OJCQ)olam 51 ffi)oneJC'OTIDl6)rik ~cw1gmcffi)v (Q:Jacm~c£bQloCQ)l63aB log
in ID mamac£bGrncm06T'T). 51 @a(3~o(J)CTU.Om @5nJO~c£b6)~ ffi)o6TlJCTW14:1v

query a(()6lJ6)~~~®cm1rn~~ 6)ffi)~c£b(()~o mamac£bGrn~QlO6TT)v.

15. nill6)cmanl8do c£bO(()6TT)mTO)Oamm1~OJl8d~~ affi)0%f 6)OJCQ)olam m1CTl()o
Q)6)gOaB affi)O~ 6)OJCQ)ola~acffi)o, affi)OJm(3ocmoOJ1a~acffi)0 eocosm

ffi)onO..a..I(()~mTO)lam data migrate 6)..a..I<w®cm1rn~~ 6)ffi)~c£b(()~o

@Grnoac£bGrn~o (ffi()C'OTID(()mTO)lamaffi)o%f 6)OJCQ)cB 6)OJGrnqQloCQ)l 6TlJ0a:h

n{j)<g)l6)Q)rikv OJa~Grn~Q)06T'T). m1~OJ1am @(Q:Jc£bO(()o exit clause @~OmTO)

n{j)<g)l6)Q)<i8c£buB (ffi()51CQ)ool(()Q)0CQ)1 nJ01a(J()ow14:1v exit clause
@uB6)~~~®cm1m ~OJ(J()~Q)oCQ) m5nJ51c£buB 3 Q)offi)mTO)lrn~~lam

crull c£b01acffi)Grn «no 6T'T).

16. affi)o%f 6)OJCQ)m ffi)o6TlJCTWl4J~~ AMC @mmTO)lam OJ~6)0CQ)w1c£bo ~c£b

6)..a..I~OJoc£63®cmoCQ)l (@(illCQ)lam 6)nJ31~Grn~ AMC ~c£b ffi)o6TlJCTW14:1v

ffi)mcffi)om Q)om(36TTU)6ID3uB @cffi)00 ~mTO)lam ffi)jJc£b01acffi)Grncmo6T'T).

@(Q:Jc£b00o m1U!ru1cm m10cffi)lam (ffi()w1c£b014:1v AMC ~c£b mamac£bGrn

ffi)OnO..a..I0~o @GrnOOdc£bCQ)06)6TT)an1am @mTO)0C'OTIDl8d~~ (Q:Jacm~c£b

cruOnO..a..I0~o OJ1(J()(3ic£b014:1v(affi)OJmTO)l6)rik Q)lc£boJ, 6)OJGrnq6)5 OJ1nJ6TT)1~~~o

~56ID31CQ)OJ) (506TT)ffi)Q)lcm1 cmiaBQlomo n{j)~acffi)Grncmo6T'T). @(Q:Jc£b00o

OJcB(ill1~14:1v mamcfh® ~c£b m1~OJl8d~~ OJ1nJ6TT)1 m10c£63c£b~QloCQ)1

6)nJOaBC'OTID6)~~CTl() n{j)m) @o~OJaBamTO)Grncmo6T'T). Service Level
Agreement 6)~ OJ~OJCTU.Oc£buB nJo~lc£63CTl()6)GrnCTl()~~cID ffi)o6TlJCTW14:1v

ola~om~r 0lJc£h9:i1acffi)Grn~o 51 c£b00m (Q:Jc£b00~~~ affi)OJm6ID3uB

~(5~Q)Oc£bOmTO) nJc£h9:io 51 c£b00m nd~c£63® aOJ~CQ)lam ~(5~Q)Oc£bOmTO)

affi)OJm6ID3uBc£63 ~~ ~c£b cfhOoJ 6)..a..Ia<I);Grn~Q)06T'T).

17. cruoneJ6ID3~lam @nJaCQ)o(J)lc£63® affi)0%f 6)OJCQ)qc£buB n{j)~Oo cm6)®
ffi)O(JJOJOCQ) 6)6)~cruoBm) @~~cm06)6TT)®v @o~OJaBamTO)Grncmo6T'T)
(Operating System @uB6)~6)5). CQ)06)cmOaB c£b006TT)OJ(J()08do pirated
software @nJaCQ)o(J)lc£63OJooB nJo~~~cm~. ffi)oneJmTO)l8d~~ c£bffiJ~3qc£b~lam
pirated software @nJaCQ)0(J)1c£63®1~ n{j)® ffi)Oc£h9:i~nJ!,@o n{j)~o



CTUnOc£h(C)6m CTUone.Jo 6)CTU@:>301CZlOaBo 63aB CZlOCTUcmm1C0~~1am cmo(O)O em
cmoCTU1griJf (c)m1~oro ~n[}iCTU1am cruCZlro~11]cffi)6TT5(0)06TT)'.

I]CZlam nJ (C)oCZlro(f()l.gJ1~ ~~ CZl0 ro(f) m1 rol](3(f() 6m3u8 m1QJOJ1am @nJI]WO(f)1cffi3em
c£bmJ~3m (ffi()W1n%11(O)I]CTUOJm6G'T3~1am 8.]@bI1lOc£hCTlCl6Tl5'"n{j)m) 6TlJOffh @06TDCTUI1l1(0)1

@O~OJaBl]cmm6TT5~o gQcffi)0(c)~cmm1am I]CTUOJm(30(o)OqJCZlOw1 c£h(C)OQc£h~1am
~OJ(f() ~6)CZl!Ib1am CZlog6m3u8 OJaBl]cmm6TT5~CZlOGTT). 6T1JCTW6)~3 CDJ6m1g'"
gQem6)ITB~roCZloro gQcffi)o(C)~6m3u8 nJ(c)11](f()ow1..q:i'"I]mow1ciJf (c)m1~orocffi) 011]~Oro3'"
CTUCZlro~11]cffi)6TT5(o)OGTT). 2019-2020 cruOcrucmm1db OJron916)cmm ~ (U)1g

nJrocmm1WOdbOcmm CTUone.J6m3~1am, 51 ~cw1g nJrocmmidb(c)1cffi3em I]OJ~W18.do,
2019-2020 CTUocrucmm1db OJron916)cmm ~(U)1g'" nJrocmm1WOcffi)1W CTUone.J6m3~1am,
2020-2021 CTUocrucmm1db OJron916)cmm ~(U)1g'" nJrocmmidb(c)1cffi3em I]OJ~W18.do, I]CZlam
nJ(c)OCZlro(f()1.!3:11~~~ CZloro(f)m1 ro1](3(f()6m3u8 nJ OQJ1.!3:11~1]6TT50 n{j)em em 6T1JCTW6)~3
~(U)1gro CZlOaBo (Q;jI](O)~db 0 nJ(c)11](f()0W11]cffi)6TT5(0)OGTT).

I]CZlamnJ(C)OCZlro(f()1.!3:11~ ~ ~ n{j)~0 m1 rol](3 (f()6m3~o n{j)~ 0 (Q;jOLOCZl1db CTUnOc£h srn
CTUone.J6m3 ~o nJ OQJ1.!3:11~6115" n{j)CTlCl~~ em CTUo6T1JCTW1.!3:1'"CDJ6m1 g'" gQem6)ITB ~roCZloro
CTUCZlro~1cffi3em 011]~Oro316)~ cmo51cruoomcmm1am I]mow1~'" 0m1~oroCZloro

(ffi()ClID1CZl011]~Oro3'" gQ~ ~n[}iCTU1I]QJcffi)'" 30-11-2020 mdbo cruCZlro~11]cffi)6TT5(o)OGTT).

63~'"
I]cwo.m(C)CTU1ogQ(f)0(c)1 .51.n{j)am.6)o~1 6)n{j).n{j).n{j)m.)

CTUnOdb(C)6m CTUone.Jo (c)m1~oro.
nJdbro~'" :

1. (U)wo~ro, CTUnOdb(C)6m ~(U)1g'" (U)WO~l]og, (O)1aBOJmClIDnd(c)o.
2. n{j)~0 I]mow1~'" (c)m1~oro (mmoam) CZlOrocffi3o
3. n{j)~0 I]mow1~'" (U)WO~roCZlOrocffi3o
4. 1]CQ?0cffi)'"n[}waml 6)ITBwro.

II m1rol](3(f()0C0C'n{(C)6moll

<ll11lcru1CQ1~(u)ali\ ~nJ)icru<il (@n(j).s1)


